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Configuration Guide:

1. Logon to the Wits VPN web site: hitps://connect.wits.ac.za. Enter your staff or
student id and your password.

B | connectwits.acza/+CSCOE X | +
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2. Download the VPN software by clicking on the download button.

Download & Install

3. Open the cisco-secure-client dmg install file and double click the icon to begin the
installation.

Downloads



https://connect.wits.ac.za/

4. Double click on the software to begin the installation.

eoe [®) cisco Secure Client 5.1.3.62

Cisco Secure Client.pkg

Cisco Secure Client

@ Install Cisco Secure Client
Welcome to the Cisco Secure Client installer

You will be guided through the steps necessary to install this

® Introduction
software.

l Continue l

6. On the Software License Agreement window, click on the Continue button to accept the
license agreement.

% Install Cisco Secure Client
Software License Agreement

End User License

Introduction
IMPORTANT: READ CAREFULLY
@ License

i
cisco

Go Back I Continue I




6.1. Click on the Agree button to continue.

@ Install Cisco Secure Client

Software License Agreement
Supplemental End User License Agreement

Introduction
IMPORTANT: READ CAREFULLY

License
By clcking ccept o usingth Ciso Technloy,you aree thl such use i govermed by the
Ve
To continue installing the software you must agree to the terms of the
software license agreement.

Click Agree to continue or click Disagree to cancel the installation and quit
the Installer.

Read License Disagree

e
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Go Back Continue

7. On the Custom Install window, unselect all the other products. The only install product should be the
AnyConnect VPN.

@ Install Cisco Secure Client

Custom Install on *Macintosh HD"

Package Name Action
Introduction
Jnatal

1.2 MB
7.8 MB
128 M8
8.4 M8
84.8 MB
24 M8
34.8 MB
S8 ME

License AMP Enabler Install
[ Diagnostics and Reporting Tool Install
Secure Firewall Posture Instal
4 ISE Posture Install
Network Visibility Module Install
umbretia Instal
4 ThousandEyes Endpoint Agent Instal
Zero Trust Access Install

Destination Select
® Installation Type

Space Required: 4775 MB Remaining: 210.39 G8

afraln
cisco

GoBack  Continue

7.1. Click on the Continue button to continue with the VPN installation.

@ Install Cisco Secure Client
Custom Install on “Macintosh HD*
paciags Name sction size
Introduction v AnyConnect VPN Install 64.9 MB. l
License
Destination Select

Diagnostics and Reporting Tool
Secure Firewall Posture

ISE Posture

Network Visibility Module
Unnbrelia

ThousandEyes Endpoint Agent
Zero Trust Access

® Installation Type

Space Required: 64.9 MB Remaining: 210.65 GB

Installs the module that enables VPN capabilities.

N
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8. Click on the Install button to start the installation.

@ Install Cisco Secure Client
Standard Install on "Macintosh HD"

- This will take 64,9 MB of space on your camputer.

License Click Install to perform a standard installation of this software
Destination Select on the disk "Macintosh HD'

Installation Type

N
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8.1. The Installer will ask you for your password. Click on Use Password....

IG\
) §

Installer

Installer is trying to install new software.

Touch ID or enter your password to
allow this.

_

Cancel

8.2. Enter your MacOS Username and Password. Click on the Install Software button.

| Ll

Installer

Installer is trying to install new software.

Enter your password to allow this.

[=—]

Cancel

9. The software will begin the installation process.

@ Install Cisco Secure Client

Installing Cisco Secure Client

Introduction
License
Destination Select
Installation Type Running package scripts...
® Installation




10.The Installation successful window will appear.

@ Install Cisco Secure Client

The installation was completed successfully.

Introduction
License
Destination Select

Installation Type

The installation was successful.

© Summar y
The software was installed.

11.The appearance of the below screens might vary and can be done in the order they
appear on the screen.

11.1. The below Action Required screen might appear. Click on the Open System
Settings button at the bottom.

@ Action Required

AnyConnect VPN Service Not Enabled

Please a Secure Client - AnyConnect VPN Service" in
Items. Cisco Secure Client
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11.2. On the Login Items window, slide the lock next to the Cisco Secure Client —
AnyConnect VPN Service to the right. This will activate the VPN service on the device.

Allow in the Background

PRSI

[6\ Cisco Secure Client - AnyConnect VPN Service
& 1item: 1 itematte s

Google LLC
Microsoft AutoUpdate
2 tom: frects al u

gz Microsoft Teams (work or school)




11.3. The Login Items window will appear, asking for permission to make the change. Click on
the Use Password... button.

(—m—)

Cancel

11.5. A System Extension Blocked popup window will appear. Click on the Open
System Settings button to open the System Settings window to unblock the

application.

@ Install Cisco Secure Client

The installation was completed successfully.

Introduction A
f

License

1s successful.

e installed.

Destination Select
Installation Type

b System Extension Blocked
Installation

Summary

s
[
Open System Settings




11.6. A Privacy & Security popup window will appear. Click on the Allow button to
allow the action.

Privacy & Security
() Apple Advertising

Security
Allow applications downloaded from

App Store
© App Store and identified developers

System software from application “Cisco Secure Client - Socket Filter"

was blocked from loading. i
‘

Allow accessories to connec Ak for New Accessories &
Filevault
O Lockdown Mode

© siri & spotight
- Others
(O privacy & Sscurity

Extensions
Desktop & Dock

@ visplays

L

11.7. On the Privacy & Security popup window, click on the Use Password

11.8. Enter your MacOS Username and Password. Click on the Modify Settings
button to modify the settings.

Modify Settings

Cancel




11.9. A popup window might appear asking to allow the client to filter network traffic.
Click on the Allow button.

@ senstive Content Warning

@ Analytics & impt

) Apvle Advertiin

Don't Allow

Allow accessories to conneet: ASKTOr New Accessories ¢
FileVault off

O Lockdown Mode off

11.10. A System Extension Enabled window should appear with Success!. Click on the
Dismiss button to close the window.

Cisco Secure Client - Notification

@ System Extension Enabled

Success!
Cisco Secure Client - System Extension successfully enabled. No

further action is required

Dismiss

12.0n the Summary window, click on the Close button to complete the installation.

@ Install Cisco Secure Client

The installation was completed successfully.

Introduction
License
Destination Select
Installation Type

Installation The ir ion was st
Summary

The software was installed.

]
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12.1. A popup window will appear, stating that the Installer would like to access files in your
folder. Click on the Allow button to allow the install to remove the installation file.

“Installer” would like to access
files in your Downloads folder.

License
Destination Select Don't Allow

Installation Type

Installation Thei ion was st
® Summary

Introduction

The software was installed.

]
Cisco

12.2. A popup window will appear, asking if you would like to move the install file to the trash.
You can click on the Move to Trash button to move the install file to the trash.

successful.

Do you want to move the “Cisco
Secure Client” Installer tothe  alled
Trash?

]
CISCO
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13. After the installation, the below notification popups should appear. Click on each one
to enable them.

< @m Q 8 MonMay?27 1045

“Cisco Secure Client - Notification” Not...
@ Notifications may include alerts, sounds,
* and icon badges.
Background Items Added
“Cisco Secure Client - AnyConnect VPN
@ Service" added items that can run in the
background. You can manage this in Login
Items Settings.

“Cisco Secure Client - AnyConnect VPN...
6\ Notifications may include alerts, sounds,
and icon badges.

Background Items Added
“Cisco Secure Client - AnyConnect VPN
@ Service” added items that can run in the
=" background for all users. Do you want to
allow this?




13.1. Enable the Cisco Secure Client — Notification by sliding the lock to the right.

< Cisco Secure Client - Notification 3 Gisco Secure Glient - Notification

Qi
; B sueroon

o e ety Ao (@ remonc
3 nonticaions

Show notifications on lock screen Snow ntfeatians o loek sesan

Show in Notifcaton Center Shaw i Notficaton Cerder
E scrson Time N
(=) Badge spplcaton con € Bacae sosication iocn
G Play sound for notification

Show previews ™ snow prasus
&) Control Center Notification grouping
© sii & Spotignt

(O Prvacy & Securiy

Natifizaiion grousing

Deskop & Dock

Dispays
Walpaper
Seroan Saver Seraen e

Battry | Sstiy

13.2. Enable the Cisco Secure Client — AnyConnect VPN Service notifications
sliding the lock to the right.

< Cisco Secure Client - AnyConnect VPN Service po® Login ttems

Bwin g Secure Client - AmyC.. Application
6 suetoon % = i Wi
B Network e o B suteotn

B network
5 Show notfcations on lock sereen
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14.Search your Mac for Cisco Secure Client and start the client.

© Uninstall Cisco Secure Client
Suggestions

Qd

Q dipe

Q cielo

Q discoipsec

PDF Documents

(CiscoVPN_Mac0S_2_0.pdf
76 MB - POF document - Modied 2021102128, 13:43




14.1. Click on the gear iconin the Cisco Secure Client window to open the
Preferences window.

Cisco Secure Client

AnyConnect VPN:
Ready to connect.

© Cconnect

14.2. Check Allow local (LAN) access when using VPN (if configured) option. Check the
Block connections to untrusted servers. Close the Preferences window.

o\ r
) Preferences - AnyConnect VPN )

@® ' @ Preferences - AnyConnect VPN m)
AnyConnect VPN

)
AnyConnect VPN
Start VPN when Cisco Secure Client is started
Minimize Cisco Secure Client on VPN connect
[_Allow Tocal (LAN) access when using VPN (if configured)]

Disable Captive Portal Detection

Start VPN when Cisco Secure Client is started
Minimize Cisco Secure Client on VPN connect
Allow local (LAN) access when using VPN (if configured)

Disable Captive Portal Detection
| Block connections to untrusted servers Block connections to untrusted servers

15. Type the following in the AnyConnect VPN window: connect.wits.ac.za or mobileconnect
wits.ac.za depending on the VPN you want to connect to. Click on the Connect button to
connectto the Wits VPN network.

Cisco Secure Client

i
AnyConnect VPN:
Ready to connect.

[ fconnect.wits.ac.za or mobilieconnent.w ﬂ]‘ Connect I




15.1. Type in your Wits Username and Password. For staff, use your staff number. For
students, use your student number.

Cisco Secure Client | connect.wits.ac.za

@ Group: Wits-VPN

Password:|

Username:[ staff or student number|

)

V)

16. The following icon will also appear in your menu bar. Click on the Notification popup.

@® Q & MonMay27 10:51

“Cisco Secure Client” Notifications
Notifications may include alerts, sounds,
and icon badges.

16.1. The Notification settings widow will appear. Slide the Allow notifications for the
Cisco Secure Client, to the right. This will allow notifications for the client.

17.Confirm that the VPN client is Connected to the Wits network. Observe the lock Ciscoicon

next to the wireless connection icon. This means your Client is connected to the University
VPN network.

= ®m Q 8 MonMay27 10551

About Cisco Secure Client

Show Cisco Secure Client Window
Show Statistics Window

Disconnect

i Quit Cisco Secure Client




